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Problem statement ifetch.al

e Achieving state-of-the-art performance on first party
data only 1s unlikely

e Making use ofprivacy-sensitive datasets is problem atic

e Models would be better with this data,which leads to
increased business and research value

e Data owners would indirectly benefit from m proved
models - paid fordata access etc.



Shared datasets across companyborders provide
tremendous value to Machme Learning

Use case “Predictive quality management”

— Use historical data from multiple
assembly/production lines to predict
upcoming manufacturing issues

How to train advanced analytics models across multiple
companies without centralizing the training data?

Problem statement

* Production data highly sensitive due to intellectual

property
* No trustless system to orchestrate ML process

e Noincentives




How does It work™?
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http://drive.google.com/file/d/1lgCfaeXoLNOaPDqrsGTomrdIPZdEl45s/view
http://drive.google.com/file/d/1lgCfaeXoLNOaPDqrsGTomrdIPZdEl45s/view

Differential privacy t:fetch.al

e Collective learning keeps data localbut allows collective
training ofa model.

e Butthere i1s stillsome leakage - one can work back from
amodeltorevealimformation about the traming data

e Differential privacyis the solution
e Now enterprises can use private data to tramn models

while retaining controloverhow much inform ation 1s
revealed



What is differential privacy? 2 fetch.al

e Differential privacyisa method of imiting the amount of
inform ation that is revealed

e Comes from a definition of privacy that focuses on how
much an mndividual’s data affects results from the data

® “‘Privacybudget”-seta limit on how much mform ation
can be revealed

e Everytime the data i1sused fortraining,some ofthe
privacy budget1s used up.



Collective learning with Differential privacy ifetch.al

B collective Learning Ul

& - (C @& fetch-ai-colearn-ui-pr37s-dp-extension-l0b7ro8p.web.app/models > % 0 @ oY N e :

New Model

Name

model1

This name must be unigue, we recommend something short and easy to refer to.

Type
MNIST:1 v

It is imporkant that the model architecture is correctly chosen for the intended
dataset

Differential Privacy
@ enabled

Enter epsilon
Enter delta
Enter max gradient norm

Enter noise multiplier




Results ifetch.al

e Colearn system was able to train models and imm prove
accuracy with differential privacy enabled

e Users were able to set and monitor their privacy budgets
using a simple Ul

e Privacybudget was enforced by system -userleft the
experiment once budget was used
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Collective Learning - Manufacturing cifeteh.al

Manufacturing -data from production lines can be used to predict when
machinesneed maintenance and predict manufacturing failures

- Thousands ofidenticalmachines,located allover the world

- Machine manufacturerisnot allowed to access machine data,it belongs to
the customer

- Aldatamodelisbuilt bythe manufacturer
- collective models for predictive maintenance oroptim alprocess control

- customersincentive to participate:No modelmeans high costs when
machine breaks

- here blockchain is only visible to machine manufacturer



Collective Learning - Manufacturing Al Solutions 2 fetch.al

Connecting data & Almodel &Blockchain

- onecommon Aldata modelalready,but the data rem ains in separate silos
- one Alcollective modelcan be used byallas a service

- each subsidiary(m achine)pays touse the finalmodel

- ifthe subsidiary (machine)im proves the model,it earns credit

- alltransactions saved in (private)blockchain

- Almodelperformance evaluation &KPIs (for businesses)
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