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P rob le m  st a t e m e n t

● Ach ie vin g  st a t e -o f-th e -a rt  p e rfo rm a n ce  on  first  p a rty 
d a t a  on ly is u n like ly

● Ma kin g  u se  o f p riva cy-se n sit ive  d a t a se t s is p rob le m a t ic

● Mod e ls w ou ld  b e  b e t t e r w ith  t h is d a t a , w h ich  le a d s t o  
in cre a se d  b u sin e ss a n d  re se a rch  va lu e

● Da ta  ow n e rs w ou ld  in d ire c t ly b e n e fit  from  im p rove d  
m od e ls - p a id  fo r d a t a  a cce ss e t c .



How to train advanced analytics models across multiple 
companies without centralizing the training data?

Use  ca se  “P re d ic t ive  q u a lit y m a n a g e m e n t”

→ Use  h isto rica l d a t a  from  m u lt ip le  
a sse m b ly/p rod u c t ion  lin e s t o  p re d ic t  
u p com in g  m a n u fa c tu rin g  issu e s

Sh a re d  d a ta se t s a c ross com p a n y b o rd e rs p rovid e  
t re m e n d ou s va lu e  to  Ma ch in e  Le a rn in g

Problem statement
• P rod u ct ion  d a t a  h ig h ly se n sit ive  d u e  to  in t e lle c tu a l 

p rop e rty
• No  t ru st le ss syst e m  to  o rch e st ra t e  ML p roce ss
• No  in ce n t ive s



Co lle c t ive  Le a rn in g  - Ho w  d o e s  it  w o rk  

http://drive.google.com/file/d/1lgCfaeXoLNOaPDqrsGTomrdIPZdEl45s/view
http://drive.google.com/file/d/1lgCfaeXoLNOaPDqrsGTomrdIPZdEl45s/view


Diffe re n t ia l p riva cy

● Colle c t ive  le a rn in g  ke e p s d a t a  loca l b u t  a llow s co lle c t ive  
t ra in in g  o f a  m od e l.

● Bu t  th e re  is st ill som e  le a ka g e  - on e  ca n  w ork b a ck from  
a  m od e l t o  re ve a l in fo rm a t ion  a b ou t  t h e  t ra in in g  d a t a

● Diffe re n t ia l p riva cy is t h e  so lu t ion

● Now  e n te rp rise s ca n  u se  p riva t e  d a t a  t o  t ra in  m od e ls 
w h ile  re t a in in g  con t ro l ove r h ow  m u ch  in fo rm a t ion  is 
re ve a le d



W h a t  is  d iffe re n t ia l p riva cy?

● Diffe re n t ia l p riva cy is a  m e th od  o f lim it in g  th e  a m ou n t  o f 
in fo rm a t ion  th a t  is re ve a le d

● Com e s from  a  d e fin it ion  o f p riva cy th a t  focu se s on  h ow  
m u ch  a n  in d ivid u a l’s d a t a  a ffe c t s re su lt s from  th e  d a t a

● “P riva cy b u d g e t” - se t  a  lim it  on  h ow  m u ch  in fo rm a t ion  
ca n  b e  re ve a le d

● Eve ry t im e  th e  d a t a  is u se d  fo r t ra in in g , som e  o f t h e  
p riva cy b u d g e t  is u se d  u p .



Colle c t ive  le a rn in g  w ith  Diffe re n t ia l p riva cy



Re su lt s

● Cole a rn  syst e m  w a s a b le  t o  t ra in  m od e ls a n d  im p rove  
a ccu ra cy w ith  d iffe re n t ia l p riva cy e n a b le d

● Use rs w e re  a b le  t o  se t  a n d  m on ito r t h e ir p riva cy b u d g e t s 
u sin g  a  sim p le  UI

● P riva cy b u d g e t  w a s e n fo rce d  b y syst e m  - u se r le ft  t h e  
e xp e rim e n t  on ce  b u d g e t  w a s u se d  







Co lle c t ive  Le a rn in g  - Ma n u fa c t u rin g

Ma n u fa c t u rin g - d a t a  from  p rod u ct ion  lin e s ca n  b e  u se d  to  p re d ic t  w h e n  
m a ch in e s n e e d  m a in t e n a n ce  a n d  p re d ic t  m a n u fa c tu rin g  fa ilu re s

- Th ou sa n d s o f id e n t ica l m a ch in e s, loca t e d  a ll ove r th e  w orld

- Ma ch in e  m a n u fa c tu re r is n o t a llow e d to  a cce ss m a ch in e  d a t a , it  b e lon g s t o  
t h e  cu stom e r

- AI d a t a m od e l is b u ilt  b y t h e  m a n u fa c tu re r

- co lle c t ive  m od e ls fo r p re d ic t ive  m a in t e n a n ce  o r op t im a l p roce ss con t ro l 

- cu stom e rs in ce n t ive to  p a rt ic ip a t e : No  m od e l m e a n s h ig h  cost s w h e n  
m a ch in e  b re a ks

- h e re  b lockch a in  is  on ly visib le  t o  m a ch in e  m a n u fa c tu re r 



Co lle c t ive  Le a rn in g  - Ma n u fa c t u rin g  AI So lu t io n s

Co n n e c t in g  d a t a  & AI m o d e l & Blo c kc h a in  

- on e  com m on  AI d a t a  m od e l a lre a d y, b u t  t h e  d a t a re m a in s in  se p a ra t e silo s

- on e  AI co lle c t ive m od e l ca n  b e  u se d b y a ll a s a se rvice

- e a ch  su b sid ia ry (m a ch in e ) p a ys to  u se th e  fin a l m od e l

- if t h e  su b sid ia ry (m a ch in e ) im p rove s th e  m od e l, it  e a rn s cre d it

- a ll t ra n sa c t ion s sa ve d in  (p riva t e ) b lockch a in

- AI m od e l p e rfo rm a n ce e va lu a t ion & KP Is (fo r b u sin e sse s)
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