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Privacy Preserving Machine Learning Project

Goal: Use machine learning to harness the power of EO data, 
while protecting sensitive data sets 

This project has received funding from the European Space Agency Contract No. 4000134424/21/I-NB.

1. Land applicat ions:  
a. Socio economic mapping

2. Ocean applicat ions:
a. vessel detect ion
b. bycatch prediction

Partners

start : May 20 21
end: Jan 20 23
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Context and Motivation

Input Data
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Context and Motivation

Transformed Data
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Context and Motivation

Output Maps
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Context and Motivation

Output Maps
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Solution
Combine geolocated catch per unit effort (CPUE) with EO data (CHL, SST, etc.)

Predict areas where unintentional bycatch is concentrated using NRT EO Data

While protecting the fishing data set

Employ a Trusted Execution Environment (TEE) to protect 
both the reference dataset and the ML application



deimos-space.com

Trusted Execution Enviroment

• Protect data

• Security policies (store 
in CAS component)

• Data owner verifies 
security policies
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EO Data

To protect fishing grounds, global maps are used
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Olrac Tool
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Reference data

• Permission granted by respective 
clients, conditioned by data remaining 
anonymous. 

• Two hake species fished using otter 
trawl

• AOI: South Africa. 
• TOI: 2009 to 2014 
• 816 trips
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From Challenges to System Requirements

Requirements have a 
three-way nature

• Reluctance on sharingdata that 
can disclose good fishing grounds

• Fishing prediction models have 
commercial & strategic IP

• ML model and reference data shall be protected from 

unauthorized access at all times

• Reference data cannot leave the server (or cloud 

infrastructure) of its provider

• All communications shall be secure, ensuring that no 

data is leaked
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Current Status - MVP

Chlorophyll 
concentration

Sea Surface 
Temperature
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Next Steps

• Fully test end to end deployment
• Test security setup
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Conclusions

• TEE established (tecnhology developed outside of ML 
and EO)

• EO data needs to be downloaded:
• Goes against trend of putting app in the data source
• Download is expensive (time and resource) 
• Using API may expose fishing grounds
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Conclusions

• Merging fishing grounds with EO data:
• Resolution problems
• Data input format
• Needs strong pre-processing

• Collaboration of 4 different profiles:
• Thematic expert
• ML expert
• EO expert
• Privacy expert
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Thank you

Check info here:

Visit us at Booth  #6
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